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1.1 #EA

RiE (BTHERK—RARHRERRRA) | PIRFERRR (BExEMN
(PRI FRERAZEONE (2020 hr) ) BX, EHREARSEZREIMA

BB FFREHEFE LA (www.ilab-x.com) FEREXEUERZOB
BRI,
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2.1 FRENSHE

WERHNT — eEREXER EER 4 iBH | English
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mEEN A AR

AR RRENEE, FERhASRSISER

RS, bESSHEES ERIERIFOPORENEEAR, EFRTISERRARERANT . 3558
RERUESESRFENF RS ANRE, BISRETERNER, BERRSRErRES. MISIER
FEURPWARTRE WK, =BFanTrRsis.

e B

SHPER "thFR" T [(BEMSR] i (M EEMR), "He=s
8" SLASEHHZURM ticket,

M http://{ERIRIN B F& LR b ?ticket=TICKET

2.2 REVFP{SE%0 access token

access_token 2#EEARAVENRR, access_token HBERHAEE IR ENTHA
BYE]: “expirse time”,
2.2.1 BOWHAER A

http i&3k7A5=,: POST/GET http://www.ilab-
x.com/open/api/v2/token?ticket=TICKET&appid=APPID&signature=SIG

NATURE
SEURBE -
ZH . BA ZE 8
appid B = (A o T e A S e 100400
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JE: 100400 H M4zt
ID, FF ¥ 3k 4T M 1K

/ﬂﬂE;

MDS5(TICKET+ APPID+SECRET) | 2D6BD62EC95AB
7 A47BOBDA93FAD
TICKET & ¥ % 2.1 ¥k H M4 | TF6744
_ J&
signature
APPID 72 1“2 30 == [6)” 4T 4 %
Z-FErE— T
SECRET #& i “ 52 o = [8]” 43 B 45
&2 I & Y 5 4
udhK4eTKk67bmICR
BqgaUr19jnzl4pSx8
ZWwF1GvwIBWSzQ
ticket FIR 2.1 FH I ticket 4 4# FTFheFMzR9XUiuES

qzpE9YpMILKdWEF
pFxw+C+PNx+Y8Ahr

3gtyD6xLI2RRE=

2.2.2 A URL =5

http://www.ilab-x.com/open/api/v2/token?ticket=

udhK4eTKk67bmICRBqgaUr19jnzl4pSx8ZWwF1GvwIBWSzQFTFheFMzR9

XUiuE8qzpE9YpMILKAWEF pFxw%2BC%2BPNx%2BY8Ahr3qtyD6xLI2RRE

%3D&appid=100400&signature=2D6BD62EC95ABA47BOBDA93FAD




TF6744
IEFERTAYRE] JSON R T :
{"code":0,
"access token":"4hCwDHmMIAf8Bj+TVe7GBVUaLOYOrJiDyWtCmNhixIsBJn
ZLIAPhmYcOvBLr592Zj","create time":1598230461000,"create time displ
ay":"2020-08-24 08:54:21","expires_time":1598237661236," expires
_time_display":"2020-08-24 10:54:21", "un":"username", "dis":" FHF 4"}
IR [EIEHEGRR -

28 . A

access token B0 H EAE

create time access token F|Z A [A], 13
8] 2, KA ute—8 BT IX;

expires time WA |, 13 B B, K F ute-
8 Bf X ;

create time display P 2020-08-24 08:54:21

expires time display s 2020-08-24 10:54:21

un P 4

dis Dl =

fEi=ATAYIRE] JSSON EREUT (REIASEERK)
{"code":1,"msqg":"S£&1="}

IR[ERS15AR :

1R [E] £ L

0 VR R, R E BT R B




1 S H AR

2 % 44 IE

3 ticket it 2

4 T ticket
AR Ramir A EE

2.3 EFhIREY access token
2.3.1 O AER A

http i53k7A: POST/GET http://www.ilab-
x.com/open/api/v2/token/refresh?
access token=ACCESS TOKEN&appid=APPID&signature=SIGNATURE
iE: Haccess token &XUAS, BRROEFIREFTHY access_token;

SERER:
5K I A &8
100400
. B L B B E) Y T e A S JE: 100400 %
R B 1D, 3THA
MR I 5
MD5(ACCESS_TOKEN+ 2D6BD62ECISAB
APPID+SECRET) A47BOBDA93FAD
signature | JE: TF6744
ACCESS TOKEN Z# % 22 &
FK BLEY access_token
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APPID =2 B “s2 36 = [8]” 4 Be 48 &
BT EHE— e
SECRET & i “5C 36 =5 [a]” 7 Bt 44

IR EWES
4hCwDHmMIAf8Bj+T
Ve7GBVUaLOYOrliD
access_tok | .
B oA R yWtCmNhixIsBD75
en
Gx9VupcZgfF9mwA
4IN

2.3.2 B URL =4

http://www.ilab-x.com/open/api/v2/token/refresh?access token=
4hCwDHmMIAf8B}%2BTVe7GBVUaLOYOrJiDyWtCmNhixlsBJnZLIAPhmYcOv
BLr592Zj&appid=100400&signature=2D6BD62EC95ABA47BOBDA93
FAD7F6744

IERERTAYIRE] JSON $EEMT:

{"code":0,
"access_token":"4hCwDHmMIAf8Bj+TVe7GBVUaLOYOrJiDyWtCmNhixIsBJn
ZLIAPhmYcOvBLr592Z)","create time":1598230461000,"create_time _displ
ay":"2020-08-24  08:54:21","expires_time":1598237661236,"  expires
_time _display":"2020-08-24 10:54:21"}

IR BIEHEEA -
8 B

access token 2o HEAE




create time access_token GZE R 8], 13 {IH

8] K, XA utc—8 B [X

expires time AR E], 13 e B, KA ute-
8 B IX

create time display RFl: 2020-08-24 08:54:21

expires_time_ display RFl: 2020-08-24 10:54:21

TEIRATATIRE] JSON #EEMWNT (TAIASEERK) |

{"code":1,"msg":"SHEEIR"}

IR [EIRG1AR -
R [E] . A
0 A R, R E AT R
1 SR
2 AT I
3 T# access_token
H A AR R AF kB AE
2.4 HREREO

LRFEELASLRHFIER. token S£38HY. APGTFRERIKSH
(AL AR, BE S FIERA C/S 2atEl, NE=5E AR
AERISERE RIZEOF I, FAAER "SLia=E" ARaRERREARE
NMSBERIEO,



2.4.1 BOPERER VLA

http i53kA=: POST/GET http://www.ilab-x.com

/open/api/v2/user/validate?username=USERNAME& password=PASSW

ORD&nonce=NONCE&cnonce=CNONCE&appid=APPID&signature=SlI

GNATURE
SERAEA:
K LA &8

username | L3 % 8] F| P 4 test
S w8 P A e A 2760F0245D3CO03E
password = 7ABDAICCA3101
sha256(nonce+sha256(password). | 87E2E33EEB&886F

password
toUpperCase() + cnonce). DEOFCDS5C827E97
toUpperCase(). sha256 & 1AED44D7
SHA256 #r 55 & ik
T b FEALA: B R, FAL | OF2785E6ED1B59A
AR 16 WFFE, ATFFH: |C

nonce
['O"'1"'2"I3I’I4I’|5|’|6"'7"'8l'I9I’IA|’|B
l"C','D"'E"IFI]
TRZAWAIEEE AL BEHE R, | F5A981C203030722
FEALAE R 16 AL FfF 5, 2 1F F 45

cnonce
[‘O','1"'2"I3I’I4l’|5|’|6','7"l8"I9I’IA|’IB
l"C','D"'E"IFI]
B = 8] T 4 & S e F & | 100400

appid \ \
HvE— 5 7E: 100400 A




ID, A #E4T MK

K iF
MD5(NONCE+CNONCE + 2D6BD62ECISABAS
APPID +SECRET) 7BOBDA93FAD7F67
e 44

NONCE & % # # nonce

signature | CNONCE 7 % # #7 cnonce
APPID £ 52 B0 = [6] " 4 B 42 %
L FEWE—hT

SECRET & B “5 Mo = |9 7 Bo 45 -
LT & B A

2.4.2 i URL ~51

http://www.ilab-x.com/
open/api/v2/user/validate?username=test&password=2760F0245D3C0
3E7ABDATCCA310187E2E33EEB886FDEOFCD5C827E971AED44D78&nonc
e=0F2785E6ED1B59AC&cnonce=F5A981C2030307228&appid=100400&
signature=2D6BD62EC95ABA47BOBDA93FAD7F6744

IEfARTRIIRE] JSON $UEEANT:

{ "code":0,
"access_token":"4hCwDHmMIAf8Bj+TVe7GBVUaLOYOrJiDyWtCmNhixIsBJn
ZLIAPhmYcOvBLr5927j","create_time":1598230461000,"create_time_displ
ay":"2020-08-24 08:54:21","expires_time":1598237661236," expires
_time_display":"2020-08-24 10:54:21","un":"username","dis":" FBF#4%3"}
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IR [EE RS -

£ =4 it B
access token B0 EAE

create time

access token F|Z A [A], 13
& B, X A utc—8 B X

expires time

3T AR 1E], 13 o A [E] 2K, KR ute—
8 B X

create _time display

El: 2020-08-24 08:54:21

expires time display

T 2020-08-24 10:54:21

un

AP 4

dis

P4

THIRATAYIRE] JSON #IREMT (THIAERSEIR) -

{"code":3,"msg":"IGIF{ER"

IR IG5 -

17 5 A . B

0 BIE BRI

1 ZH 5 R

2 %91 IE#

3 J P4 1%

4 B E 517

H A E RO IR AR R

11




3 SEILEEREN:

| m

[EEEEROERT "LR=E" MF5 St FMER, FAERIRE

REFEEIER] "SLIe=sa)"
HESEIEHR S H.

. WRBLIRE, NAEREERERO, ARH

3.1 EOERERIRE

http i35 =,: POST http://www.ilab-

x.com/open/api/v2/data_upload?access token=ACCESS TOKEN

3.2 i5kwbl

{

"username":"FAF&"

"title":"SCISZFR",
"status":1,

"score":80,

I

"startTime": 1522646936000,

"endTime":1522647936000,

"timeUsed": 900,
"appid": "100400",
"originld":1,
"steps”:|

{

"seq": 1,

12



"title": "SCIREE 1",
"startTime": 1522646936000,
"endTime": 1522647936000,
"timeUsed": 900,
"expectTime":2,
"maxScore":10,

"score":10,

"repeatCount”:1,
"evaluation":"{ft",
"scoringModel":"TE1EEL",

"remarks":;"&;+"

i
]
}
JSON ZFERi5iEH
FE F B KA | BGSLE & E
username Fl P4 String | & e |
k=
title LI R String | & Rl P % 3 W 5%
W 42 # (20 F A
M)
status IR Int s 1- TR 2- K
52 Ik
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score S X Int = 0~100, & %
startTime 5K FF 46 B | Time | =& 13 {rat e 2, %
|&] J utc—8 B [X
endTime S0y 45 K BF | Time | & 13 frif e 2, X
|&] J utc—8 B IX
timeUsed 5250 A B Int = =R
FEANTFE % |Int = B ¢S e 25 |
appid = 7T % 52 B 3
¥ TH e 4R 5
originld e i String | = T avE—
183k 1D
steps Xy RIT Array | & TN (ER PR
103 B
SZ I A5 AT SRR
28 F AL KA | EENE % E
seq S H % B | Int =
5=
title FSBLF | String | & 20 F UL
startTime £ F R Time | & 13 fi b 5] B, %
Fr 46 B [4] J ute—-8 B IX
endTime % K R | Time = 13 for B [B] Bk, %
%5 3 i 4] Jl utc-8 BHIX
F Bt
expectTime SR B | Int = BALF
& 72 JF Bt
maxScore 92; ’%/} ﬁ;_ ggé |nt ;EIE 0~1OO9 Eé]\%lj

14




-
score SR B | Int e 0~100, H 4
=45
repeatCount SE i R | Int =
BAIERIK
evaluation F|RIEAY | String | & 200 F UL
scoringModel W ER | String | £ 200 F LA
remarks HE String | & 200 LK

3.3 g URL 53451

http://www.ilab-

x.com/open/api/v2/data_upload?access token=4hCwDHmMIAf8Bj%2BTV

e7GBVUaLOYO0rJiDyWtCmNhixIsBJNnZLIAPhmYcOvBLr5927j
IERERTAYOIRE] JSON HUEEWIT :

{"code":0,"id":"

1)

fERATAYIRE] JSON HIREAT (RIS EERK)
{"code":1,"msg":"SEEIR")

JR[EIFE5EER :
iR [E] 7 . BA
0 VA AT
1 SR
2 access_token A8 i
3 4-B2 APPID 7~ IT R
4 access_token A~ IE #

15




5 3k ¥ access_token
6 AR IR

7 SE Bk A5 4 1R

8 SEI F B 45 iR

9 SEI ik 57 4R iR

10 LR S RAFHEY 200 F
11 LR R FEH R
12 % %1 4-BC APPID

13 Kan R P

14 Ehe S R E A EH
15 originld E.fF1E

16 TFH ip Hak#8 H IR
AR ARG IR AR R R AE

3.4 B4 E(ERRSS
3.4.1 B ABERULH

http i5k75=: POST http://www.ilab-
x.com/open/api/v2/attachment_upload?access token=ACCESS TOKEN&
appid=APPID&originld=ORIGINID&filename=FILENAME&title=TITLE&r

emarks=REMARKS
SRR

> A
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access_token

1R A A

appid HCSLIE B e LB HFTE RS
originld E¥eF & L5105k ID
FEX WA, FEFXHY RAL, 1 ZRER
filename & pdf, iE# A urlEncode * FILENAME #4174
#
. SR & L AR, E1# A urlEncode *f TITLE 34T
title W
remarks %vE, &R urlEncode * remarks #t AT 4t

3.4.2 1§ URL 7=~

curl -X POST --data 'S/HFARAE' 'http://www.ilab-

x.com/open/api/v2/attachment_upload?access token=8%2Bm%2FpSd2

FyZzBmWtmJQ8U2wse2ws9r%2FZQKQyeG4TNJFZhvXXgl%2BZ%2FATsG

IkLcLpOD2cZd8KQVmflbmongau08jqlSsA83kHZqy6ax8rFlug%3D&appid

=100400&originld="1&filename=%E5%AE%IE%EI%AA%BCHE6%E8A%A

5%E5%91%8A.pdf&title=%E6%B5%8B%E8%AF%95%E5%AE%IE%EI%A

A%BC%EE%BA%AS%E5%91%8A'
IERRRTRYIRE] JSON HaEEMNT:

{"code":0,"id":"1"}

TEIRATRIIRE] JSON $HERMWNT (THIA2EGER)

{"code":1,"msqg":"S&5E1R"}

IR[EIFGER :
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i 5] 4 1.

0 PR A

1 S8R

2 5445 1R

3 access_token #8Hf
4 4B APPID A~ U HR
5 3E ¥ access_token
6 EE LELRRE
7 originld %% & 1~ 7 &£
8 BIEHR

9 B ik K W

10 X EHRK, EEIR

HAE

Ao R AR AE
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